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Understanding the Compliance of Privacy Policy for Electronic Medical Records -
An Integration of the Theory of Reasoned Action and Protection Motivation Theory
Approach

Abstract

The purpose of this project is twofold. The first purpose is to explore the factors that influence the
attitudes toward the privacy policy among hospital employees in the context of electronic medical
records. The second purpose is to explore the determinants of behavioral intentions to comply with
privacy policy of electronic medical records among hospital employees. Survey methodology was
used to collect 275 responses from staff of information department in hospitals. The collected data
was analyzed using Structural Equation Modeling. The results demonstrated that perceived
vulnerability and perceived severity significantly influence employees’ fear arousal. Further, fear
arousal, response efficacy, and self-efficacy significantly impact employees’ attitude toward privacy
policy of protecting electronic medical records. Finally, attitude and subjective norm significantly
predict employees’ intention to comply with privacy policy of protecting electronic medical records.

Keywords: Medical records privacy policy, compliance, electronic medical records, protection
motivation theory, theory of reasoned action
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et al, 1995) ~ @ 4 R §_F 4+ ﬁ—"s # i 4 % P~ X & (Physical restraint) = & (Werner and



Mendelsson, 2001) ~ 3@ * B & ?E;T,e,#f’* EIRTE mgiii(Hebert and Benbasat, 1994) & -
Sheppard et al. (1988) ERVEB T NE- HRFRMET LIRS -

I ~ EH #8325 (Protection Motivation Theory, PMT)

%3 § 1 72 24 (Protection Motivation Theory, PMT)# % d Rogers (1975)#% 41 » 2 & p ehfe
g;ﬁ— T E T R(Fear appeal) | & i 0 B ETF Rdp - M T R FARALAD B R 2 iE 1 (Milne et

., 2000) - 2_ 75 Rogers (1983)# A 4% 11 i3 &t & & rﬁ-‘zﬁéﬁv WIL A o @ RER IS R L
* AT RPR M 3 (Pervasive communication)i 42 0 T 5 23 R R A 42(Cognitive processes) it
¢ /i (Mediate) ®# = % zz % (Boer and Seydel, 1996)

(- )1975 # 554 g B8

Rogers (1975)F £ #1975 & 3% &1 % - X eSS0 4% TSP EH AL e @7
FURJE 2 F R N R A L = B FFE D 1) T 3 kR (Sources of information) FE £ 5 2) A e *@ﬁ
(Cognitive medlatlng process)l‘ wE R ) -5 (Coping mode)FE £ (4 @] 3-5-1 #7571 ) > 7&
EN N O S W(F M RRFER) HFi=h TP TAGL? [ A7) BSR4
o "”?‘?‘43}%3" r])@ 78 (H R ©

Rogers (1975)# ) iR d- 418253 & p (h a3 LR ~ B i3 [ & 1# 7% £ (Fear appeal) ;| =%
o Rogers 3 s BEFRLE X BFZREB I DFE - F#5 T £ &4 (Magnitude of
noxiousness) ; 2) B¢ 2 F BT A R ARG (T E R FUBGRITT 0 T 2 g8 2 ek
(Probability of occurrence) ; 3)it 53 i > & if f" T F gt Fiz/r?f@;# e Y e
(Efficacy of recommended response) o @ B {Fx Kore Fehiz= BFEF P T- B W% FF
Vv g 91 A Reannied 4 s (Rogers 1975) > A R g R B BARTFRF]F AT I 0E R
AW FIEER 0 3 PRI E 2 BoE 42 R (Appraised severity) ~ FEH & TRiz F i
(Expectancy of exposure)fe¥t+t v VX %5 3 »xikenis . (Belief in efficacy of coping response) ;
Z_ts o B RS G 4R A RF 4 [ %3 # 4% (Protection motivation) | & 18 ;ﬁ
o R 8 R é R Bk paE R/ F R T 5 (Rogers, 1975) -

Components of a Fear Cognitive Mediating Processes Attitude Change
Appeal
Magnitude of I Appraised :
> . ]
Noxiousness ro Severity
Probability of ' Expectancy of : ' Protection : Intent to Adopt
> ™ . g
Occurrence 1 Exposure + Motivation 1| [Recommended Response
Efficacy of Belief in Efficacy of !

Recommended Response




Bl 3-5-1 ik 48323 7 1 Bl(Rogers, 1975, p. 99)
(2)1983 &3 & REH BB

B 1975 EF 3 N R RS2 1 0 5 RIRER SIS N { =% 0 Rogers (1983):% 5 &
et it g iR B IR RSl A N #L(Maddux and Rogers, 1983; Rogers, 1983) : 1)4-%+51 % "]

BilAzen T T kR 7 L R IZOEP  2)®/ Nt aniae? A U E )] LA WP
FR 5N o '5‘ TS R E IR A BN 4o @) 3-5-2 #1oT o

5183718 B 4512 % (Rogers, 1983) > 4 A Fm few TRF > £ v BIuAITREA
PARRE Y B P A EE CDRBRG TR P BE 2 (Perceived severity) ; 2)
e P % 2 8 % (Perceived vulnerability) 5 3)& ®30 5 FIR 7 5 i 53 45 ﬂf Pl (e i
7 % eh} »xit)(Response efficacy) s 2 4)X ®ini p e i VA FRF 5 eha 4 (LRI F 7
e 17 % ehp Foscay )(Self-efficacy) @ izw B BAEE {6 2 4T WEH S e 12k 1 (Rogers,
1983; Tanner et al., 1991) - #* *t > Rogers (1983):% = TR e iFedos? ¥ v ¢ A4 > w2 13
ERPEARGEL A ABET RS SBRE

4+%+ Rogers (1983)~er} TTIRER 1254 > Floydetal. (2000):5 5 " F kiR VAR G R
B 48 12 o %y\W% i‘P*M%Pi-Eﬂw\%%JfAﬂniﬁr’P SR TR B 1L1ﬁmlsa‘”{
#PR(Verbal persuasion) % gz ;% & 3 (Observational learning) » m p 2 p s'i T KRR S
T 4 5 % #ic(Personality variables)fom L5 5 > ok T kiR g 51% EN NI+ ol @,;EJ )
7% Rogers (1983)7 4% 3 R d 12 £ 8L A INa? A2 FTA KR Az £ 8 o
mi@mw%imﬁﬁﬂfﬁ@ﬁﬁ.é%%%@ﬁ?ﬂ@?%ﬁﬂ’;w%m@g&ﬁ
AT RE R MR P 2 45 @ B F 2w i(Maladaptive response) £ if i % 4F w
J& (Adaptive response)(Floyd et al., 2000) CATI R BT R dp R BOATER B ihdy oF A TR R
BB A F e M F2Z PG ERIF TR A AR LEHT PR
Z A A E Y BEFTFR (Fond et al., 2000).

A%ﬁ%@ﬂﬂggﬁﬁﬁ*%mﬁ@7ﬂw@ﬂ%’ﬁ@“**@?ﬂﬂ»W%m”

# (Rogers, 1983) » Gl4r @ 4sdh 7858 B 8 AHZ 2% o A R4l 7 v BB S IR ¢ 4

BB (Glhe & TR £ SRS ) 0 22 4t (bl4ok ¢ 38k )(Floyd et al., mm)’~”§ﬁ£

@;aw@%mQ§péf@ﬁw%iﬁﬁﬁﬁ%%&éﬂﬁax%iﬂﬁo m R R
PEIP Tt AR 0 P PRE PG Pw B s o TS P AT PR

3w Bt B R o Sl mgiﬁﬁmﬁl@l 2o e % o e g Hch g“fé

g B v e 5 (Floyd et al., 2000) -

FR ARt AR GREFIETR 0 ¢ 7 ARG HERD P ELT G LR P
TH(Trw o) 2 AR E P (T T—rp_ﬁ\bx? EH RS BT R TR (Tp A
SARMIAR N SN RS SR RE Nt T ER R E LR G E AT R R St
BRI S BFF G BRI RS v RS ARG RERIE Y BT G
@z%w@m{a%ﬁﬁﬂ%%?%*iﬁé%%“ﬁﬁﬂ’@ﬁﬁ*'zaﬂii@?ﬁ‘
BMESPFTEAORFAFYREHT 2 ARELES PR IR R R EAARE F
EE o TN - BEREH ST AT =¥k R 8 %= 5 A B(Floyd et al., 2000) -

<



Sources of Information Cognitive Mediating Process .
Coping Mode
Environmental \ Factors Affecting Response Probability
Increasing Decreasing (Action or Inhibition
;/erbal _ of Action
ersuasion P
) | I'\Q"a'adapt've Intrinsic Rewards | o Severity - | Threat
Observationa esponse Extrinsic Rewards Vulnerabilit = | Appraisal -
Learning y PP Single Act
Protection ) < Repeated Acts
™ Motivation Multiple Acts
Intrapersonal Repeated
_ . _ Coping Multiple Acts
Personality Adaptive Response Efficacy | wm -— ; —
Variables Response Self-Efficacy Response Costs - Appraisal \
Prior
Experience }

W 3-5-2 i3 37 {5 #8724 % 15 (Rogers, 1983, p. 168)



A RS B dn MRS S

B IR A 1 a RF® N B Ap M 7 5 2 FERI(Rogers, 1983) » e 15 &k iR H 418 24
» BTN * T A F\?'Aﬁ‘f)"é”gﬁ‘? iﬁ“’EWF?#B%?—%F‘%‘%?#—FE%%,_FW MV
VWHRAGARFAT A BArFE 2T a\ﬁ 7 (Compliance)s 7 &2 £ B EF7 7 o

(- )FRF 2R L s
1.Ifinedo (2012) -5

Ifinedo (2012)4+ % 124 = §@ A 2 Fa % F A B &7 F 3 % 3% 2 5 K (Information
systems security policy, ISSP)ﬁ R EF R AT o Ifinedo B & R A RS 7R 2GR
e L IRATIESI AR R S BT E AR ~ F BT F B A~ p Ay o ﬁf}‘ ISSP it & %
a ﬁ*&%f‘ = ll%f#m Vi BB 1 ¥ ISSP : 3 Va7 S ABCFE7 ”‘Zfﬁwﬁrﬂ 3-6-1 #171) » BE B
TFRACIE AR R ~ F BrTae ~ p A AT \ﬁi}‘“ ISSP it & &2 IEL%%& I@f?m éﬂ'*“\?} s ISSP
ARl e ®E ki AR ﬁ‘“ﬁ 7 ISSP 7 5 R B E f = B 5 -

PMT

Perceived vulnerability

Threat appraisal Perceived severity

Response efficacy

. . Response cost
Coping appraisal

Self-efficacy ISSP compliance behavioral intention

Attitude toward compliance with ISSP

TPB Subjective norms

@] 3-6-1 Ifinedo #= 7 -5\
2.Vance et al. (2012) - 5¢

Vance et al. (2012)32% A 2 A F v B = FR %X 250X AP w2 ?‘1&5@;?;@;— VY =
TERFNESE ;%*ﬁﬁ 1 @i w2 Vance etal B & ik d R8I oh 8 U L S5
OB 362 FEHES RN REA I NALREFTEHT L 2R ERY S P
=i e i mﬂ% ' # P RATBREARR CRATIESARR ~ BB R F ok~ B R
FRRAAZ Bg#ic>a i1 E\;‘fgﬂ_’—]%“_fi"jb}j:%gﬂlx%ﬂj ,,*;fiﬁl—k@\;ﬁtf‘ ,?.ﬂ« TR EEE
oGz B RIRE R BRI B AT R B mﬁﬁf@%$£ﬁ§
p ISR S R R de | R e SRl o a@\%f PEE IR AREFRE
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Threat Appraisals

Vulnerability

Perceived Severity

Rewards

)

Intention to Comply
with IS Security Policy

Response Cost Scenario || Realism || Gender

Coping Appraisals
Response Efficacy

Self-efficacy

!

B 3-6-2 Vance et al. (2012) 7 31 % > é‘} (L

3.Siponen et al. (2010) -3¢

Siponen et al. (2010) & 5324 7 5 123, ~ WE BB ILH ~ AIFATHITH ~ B 2
(Deterrence theory) ¥ 7 o 323 » #& I B & 77 1 2 (40 3-6-3 #1771 ) » #3110 30
}_,ﬁ:a‘ggf EEiE A LB E R xffr-%ﬁ{/gﬁ 00580 3130 PR E > vz 917 »F xR R
EERAFPEE SR AN F R ET ARET BREHEFT AL 2
"5 AW HEFPE A B2 (Deterrences)fr¥ FF % 290K 7 5 LEEHN R FHFT
PERREFZTERFRE

@eat appraisal
Q&If-eﬁicacy

SR A

o

Intention to comply with
information security policies

Actual compliance with
information security policies

Deterrences

B 3-6-3 Siponen et al. (2010)#= 3 #-5¢

4.Siponen et al. (2006) -3¢

Siponen et al. (2006) 1 i E S IL 4 = FFEC ¢ PR P AvY A~ TR s T
AL ARIEHRAH > P EBE LIRS BB 364 PR UBERIHTR
FRFREFAME L BPAR  HRERAPCLAT LAHN SPGB
RPLELALTARENF P IR RPLALLT LA Ao M
RPFH o F ki frp AOoni J TR 2R B AL EFRE A T

BLB R PRS2 GRS

oy Y
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Threat appraisal
Perceived
vulnerability
- ™~ - -
Normative beliefs Percelyed Intention tq comp_ly_ with IS
severity security policies
T ——>  Coping appraisal v
Visibility ping app Actual compliance with 1S
Self-efficacy security policies
Response
efficacy . . .
Behavioral change in protection
Environmental effect Cognitive mediating process motivation

@] 3-6-4 Siponen et al. (2006)# 7 fi 5\
5.Herath and Rao (2009) -3¢

Herath and Rao (2009) 5 & i3 & 83235 ~ &1k 3234 (Deterrence theory) ~ 2 17 5 &2 2 4f
;934 7 % 1% (Decomposed Theory of Planned Behavior) % 32 25 (5 3 % ﬁé&r?} 3 6-5 #7177 ) >
K787 oW 3120 F4 1 oS i1 LFHALS FTat 2l B8R 1)
Z2RFRCEEREFETL2RFERAR > 7 X 2RFHERBERLEL2ILLER ;5 2)
FRss &~ F rcic ~ p 220 B8 F 2 B R S )T IRT MR Aot 4) e
KR EF i frF A E 250K B ) WA » A BRAF A ERFERET

wE 2 F KB R

Response Response | Organizational
cost efficacy [ commitment
Resource
availability
Perceived severity of 7

Self-efficacy

security breach
Security breach Security policy
Perceived probability concern level [ »|  attitude

of security breach

Security policy
compliance intention

Punishment \C
Severity D n P—
etection — —
. Subjective Descriptive
certainty norm norm

B 3-6-5 Herath and Rao #= 7 #i 3¢
(= )& W HSS

1.Youn (2005) 5%

Youn (2005)1 * ik I m R o 5 0 E T AR B A T SRR % 0 Young
e gt ERER A ’E“‘IL Egerbw € 538 b ' 1) E (Risk-benefit); =z g 42 2 15 318 H '% M R
T L B RR T P AP R A RS L 75 (A0 3-6-6 H7oT ) o %A L & v T 326 i
7R B % BT AR 'R B E AR foitdrak F (Perceived benefit) & WA F f v & 1o B 5D
FOEREBATRNOLE  ABIRTHEFLRE T P ERERERBAER S -
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Susceptibility to
perceived risk
Severity of perceived
risk
Perceived benefit

2.Chai et al. (2009)$i=3¢

Chai et al. (2009)%f & FE # #1235 3 44 € 2032 35 (Social Cognitive Theory)# 21 4- B8]
B6THGH N F P AMFAEFAL L PR & RE FEFAR BT UER
}éﬁf},ﬁfr% PR EF A R B- MR B - LRFH O R AT SRR TEFRER
R RRE2PRE BEFRF S ERTTERH L TER P N R
Fag @p}ﬁi uuf«‘%; HW PR EF R EFRE 20 TREFREBHT R

B AOT TR P AL RAT R A LR LGSR TR P A
BTy e 4'1““55;,3% «’\—«"]L K}_fé,@g}féia}g % g;fg@ °

Coping behaviors to

Willingness to
protect privacy

provide information

®] 3-6-6 Youn (2005)%= 7 f-5¢

Information Perceived
Privacy Information Privacy
Exposure Importance

Parents’
Information
Privacy Concern

Information
Privacy
Self-Efficacy

Information
Privacy Protection
Behavior

Peers’
Information
Privacy Concern

External
Information
Privacy Anxiety

Teachers’
Information
Privacy Concern

Information
Privacy Anxiety

Past
Experience

] 3-6-7 Chai et al. (2009)# 3 -5

3.Junglas et al. (2008) -3¢
LR R PR R P FN NG R AR R R P R P E R B R
%4 #73 > F)gt Junglas et al. (2008) i £ 34 f# 4 4 &4 i (Personality traits)$4 & # if b 2 5
¢ 3 1 - |2 (Agreeableness) ~ ¥ (Conscientiousness) ~ i 4 = 1+ (Emotional stability) ~ *}
w 14 (Extraversion) % B x4 (Openness) oJunglas et al. (2008)#-*% # Bf Jo AR & FiE § {8124 ¢ o
® F T B AR (4o B] 3-6-8) o Mk W 550 A HI{e p A E A > P R RN - R A

] F'H;;.Hﬁ%wff}gg;g MERE-

»
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Intra-personal Sources of Information Threat appraisal process

Personality Traits CFP
Agreeableness > Collection
Conscientiousness > Error

Emotional stability Unauthorized secondary usage

\ 4

Extraversion Improper access

v

Openness

v

Bl 3-6-8 Junglas et al. (2008)# 7 -3¢
4.Dinev and Hart (2004) -3¢
Dinevand Hart s #r% E 78 B A 'EF R EA 2R N A BEFHERET %_ %f“%ﬁx ’
8 3w

¢ 7 i d FERSIEAE Y RAES ﬁfifrwr\rkﬁj* 4 3 % Hc(dr B 3-6-9) - 13
AT HRA 369 o P RS TTRE AR E l% g2k > ey N2 o o ’é,i’_;ﬁ?rﬂ)%;’i
AEHRTEFERT HEFRE > A midlan 4 #0002 B R EHFRES -

Perceived vulnerability

\ Perceived privacy concerns

Perceived ability to control /

] 3-6-9 Dinev and Hart (2004)#= 7 #5¢
5.Youn (2009) =54

Youn (2009)."1 2 B ﬁﬁfil'_;ﬁ :f:~ LR A#H D - (R 3-6-10 #ror )%
/ﬂ*f‘“}& fléﬁf‘; tE HES TS %ii}“% CEFR YRR AR DT E

B j\/}ﬁl’]‘#_m ¢ g fi“v'] SRR R G OH SER SRR S ‘}-f‘ff"ﬂ*%’f- 1% L_p,u‘r‘—"’:r‘
x% ’]‘#m 2l ZIREGITFAAE izﬂiﬁ(lnfo disclosure benefits) ~ *& 4 p 2\ »xag 5 gt ¢k
ﬂF%f@% -2 0 e Emuf éﬁ%’égi&m®4?%‘ﬁ4«ﬁ?p~
PAT PREEFE o AT ERNE LA PRETR BEET LR %G T HRD
@?ﬂ@%ﬁiﬁﬁiﬁf@ﬁﬁ**'ﬁ%~%§ﬁ§’%ﬁﬁﬁw§a¢@§%%

Intrapersonal Sources:
Gender

Internet use
Persuasion knowledge
Privacy knowledge Privacy Protection Behaviors:
Levels of Online ® Fabricate

. ] Privacy Concerns ® Seek
Cognitive Appraisal: ® Refrain

Vulnerability to risks
Info disclosure benefits
®  Privacy self-efficacy

A 4
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] 3-6-10 Youn (2009)# 7 #-5¢
(2 )R d Bk p MRS ) 3

Rrdi- R RER SR Bl R AT R B (bR 3-6-1
) Bk ET .,P,urrﬂf BMERES G f b 3% 4 7 3 (Herath and Rao, 2009; Vance et al., 2012)
o AT EEBEREF AN RTEEIN é@ﬂ:}%ﬁ > #F7 7 % % (Ifinedo, 2012) %
B¥  <3nsod ﬁ;x%ﬁimﬁ/?"‘ gtk s R R RILACIE S BILATE S RS
e P H - gk fﬁ% » 4 % 7% % ILAE ¥ I % (Siponen et al., 2006; Siponen et al., 2010) ;

BE 512 % BB b 7 7 % 7% (Herath and Rao, 2009; Youn, 2009) > @ % % » ™I ¥, 1nw
B ARy % EHYM - &R R4 % BLE ¥ 2 % (Herath and Rao, 2009; Vance et al.,
2012)> # &P 5 # & % (Ifinedo, 2012); @ w i »ie % #7204 77 5 % % (Siponen et al., 2010)
PEECHLOTREELS AL FENANAFAT R RIEERES B0 NAFAY
7 & ¥ (Youn, 2010) ; I 3% i BT % 384 F7 § 359 % A ¥ R % (Herath and Rao, 2009;
Ifinedo, 2010; Siponen et al., 2006; Siponen et al., 2010) DA MR R D BT T
# - B35 % 5 k¥ (Herathand Rao, 2009) 5 I »v 4 * ik d i8I 5 A R 7 45> &2 g ¥
R ST A 5% %7 B - RIL %4 Ifinedo (2010):0.% % % & % » #X Herath and
Rao (2009)en 2 % P & A F R % -
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% 3-6-1 1L iRE S {818 24

¥k RATIES M| AR | BRI L R PRty | A AR | At AR fi B
Ifinedo (2012) V X N/A X V V N/A V
Vance et al. (2012) X \Y/ N/A V \Y/ N/A N/A N/A
Siponen et al. (2010) V(s iE) N/A N/A \% \% N/A N/A
Siponen et al. (2006) V(i §EE) N/A N/A \Y \Y, N/A N/A
Herath and Rao (2009) X \ VvV VvV \Y/ \Y/ \Y/ X
Youn (2005) Vv \Y N/A N/A N/A N/A N/A N/A
Dinev and Hart (2004) Vv N/A N/A N/A N/A N/A N/A N/A
Youn (2009) V(2 &

Vv N/A 2 FRE e T N/A X N/A N/A N/A

2)

BV A RRAE X 4R B

N/A % %45 * 3% % B
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- Py RERE

d iR ;%ﬁﬁﬂ%f%ﬁﬁﬁ REVFR RS E 3 PEFEEMBL ¥
FoOrRETARL L P FRA L QT AP FUR S A fohs Rl 8 48 (b1l i F i
LI RELERFEEAR) AP R RER SIS S 2 R AH - o d S ER
A R I R iaﬁﬁ%ﬂ‘%‘%f TR FIM AT RE R EEEE LIRS
(Fishbein and Ajzen, 1975) » iz {7 2323 » B4 72 AR LR L I BRAFBE -

TR 5 (Rogers, 1983): i B A WS ¢ S P ~ BIEIF 2 v B3TH 20
AR T AL > ARE RSP R A TR EE > ¢ 7SS r% (Perceived vulnerability)
frindr B £ 42 (Perceived severity)# it 318 A AW S P F A ATIE > 2 A KHBIETF v B
FEEHNXPFEE S DER - NFRTFIFHEHRD 5 0 i iy | 15 Flahi
FREF RS BRT 27 i H 4 g (Herath and Rao, 2009) 5 34w £ 1 Rl4p R 1 3= F
e 3 o BT UE S BUR E 2 B 42 & (Herath and Rao, 2009) ; & 1514 45 R 130 % ar*«fﬁi
FFARP AT E (R P)7F KB IR A (Rogers, 1983) » Frf 1 43 T+ g Ak
BE 2RISR A L BT uﬁﬁlg*ﬂﬁ’ﬁm~mﬂﬁ“$4%ﬁ%f'iﬁ
Y2 MR o H=X ,i&,w@?il%@ﬁim?; ¢ ZWwRATR S P AT E R RS AT R R
HESP TR EZAR - PRI 4%ﬁ%nﬁ: R deshe @ o 8 ke ik &
FRPETFREART RO L G 0 A2 MR AL R R A T I REE
TR o e P AR A2 mm**Wﬁ 7 AR R R R R AR
Lreofhd PRSP ae =S BEAHTEIERALIRE A RREEE S EE

-

3«\

&gﬂ?ﬁfﬁﬂwm”“L@’ﬂ“§“ TN R HFEEF FEARPER LT R
_5’5,‘? ﬁ%i}ﬁ'?‘—;[}%’fﬁ g Fﬁiiﬁ\mf"ﬁ&g] Lby}’lﬁﬁwr}f’T‘wpm’iﬁ%%?

FRATDE L LB R PR AT AP TRA Y ¢ TR P4 § 47 72 (Venkatesh et al.,
2003) » Flgt A3+ F £ %% Herath and Rao (2009) sr#= 3 #-fcif f2 2R 4= 0 » 7 3 2 45 0 LiFE »
TR REER T R ~L~é§fzﬂ\@if}§m§;*§@

FARL P SRR PATRE L] 28 FRap B R LWL I8 g
Frf st i & o~ LRAP ot BRpPRT n |1 RARX I BEIF v &
{f‘?ﬁ*ﬁ;*@**mﬁ'““’ﬂﬁﬂﬁﬂiﬂwﬁVﬁ#wﬁﬁﬁ%@°&%‘
WIRm Y AP ER DAL EHEA R 4-1-1 977 ) # 35  RATIESE SRR E ~ RS
BTN wRATA P AT TR A IELLFL# Kok Lﬁ.?@ gﬂ.?g]x 3 5 )ﬁ% R
RERZEBEFRTF HEES TR AMEL BifEs -
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Perceived

Vulnerability (PV)

Fear Arousal
_ (FA)
Perceived
Severity (PS) Attitude (AT)
Response Efficacy
(RE)
Response Cost
(RC)
Subjective Norm
(SN)

Intention to
Comply

Norm (DN)

B 4-1-1 77§ %4
SRR

gk R AR LT R A R BGRAE FE L gk
(- )Rdrip s i B E [ BRI I 2 L3

TERAESI ) 4p A BEPT R g £ TR B2 A (Milne et al., 2000) T SE 1 4y

L RERE AL € % 3] P Bz R (Milne et al., 2000) » 7= T4 4 E - BELS 0 TR
sl g X eB S PRFPI L) 1 a ré&frﬁii'%w LEFEN NN R E SRR £
g““1%&3‘7&)?@:(M|Ine etal,2000)» T 5 - BEASPE OB AR AR R/ § LT
PG T AR L) o RIpRERBES F AR \Axlj g M AARB LR R P
”iﬂ?ﬁ BT %éiﬂﬁ&’gawa@Jnﬁ%,@pﬁgagﬂ%
HT e LR SIS D & P2 - RN EE B ”E’-‘x‘? BRI iea sl
3w o 2 4 %E 7 5 (Rogers, 1983) 1 4% 2 > R Bt & imitdvansd 4 5 (Gudr
I ARRE) IR RATEREARR T AL ap 10 A R R B R o 7}7}\&& Ngaz o Frad i
]Iia)ﬁ 2l X B (DA F }%)ﬁﬂ—‘ b és)j%—j-f’\P%Vﬂfr- 1BV - BN AR
TR LR FTREERIRG P”’b'q’;“ FRET R PIEORTE & iz & (Herath
and Rao, 2009) - " 73445 53 rn‘ﬁ] THELFRECR IR FRIFIFHETAT L E R
BE (Do) el 5 (Crossler 2010; Ifinedo, 2012) » % »t Minsvpeddt | P2 & 5 ¢ T
>R ’J:xppgl‘ 3 }Iia)j’fg AT LR AR ]«—(];l]-&\:"ﬁ_‘-—};frg\‘:’)ﬁ“l-}e\g).g;fgljmﬁg:ﬁﬁi&

a

F“
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(Crossler, 2010; Herath and Rao, 2009) - % ¥l FRECAIRGTFRE BT R FITAX
DHFFRESASFLAILEFZLINAA > LA I FRUBEFREEAFL B
g&&@%ﬁ%% HIPER 11 ivfgpr > RipiFgdBmame. fVAmeﬁlQ
FRAALLGRPERS éf’ﬁ“éimﬁ Begd I RpHARTEEG T gL o
PHBEST ARG B F 2 ’%%gVAmeﬁlﬁiliﬁm+%ﬁﬁ g d
TEFRFINRAEF O RMEFTANAT AL T FHFEBR AT E LS 7T F
WH R I T S .}ﬁfﬁﬁif&i PATAE R &R o L R TRAEsi il e TR
rpcE i # TRAESIF ) ZHFRE S )de Herath and Rao (2009)#F 3+ e 3 73 % ?_‘EJ: *
ﬁfﬂﬁ c TR 2 RARR ) REHTE RS TRIPIE ) ¥l BEET R
}_ ¥ i eu A B £ 4 (Perceived severity) it B F R T T AL 2 AR R AZA 0 Youn (2009)%
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Wenge TR R F]Hﬁ =l ,ﬁﬁ a1 :Hg}%‘.\i%i_i’%&P;‘Lﬁ;;lﬁi)ﬁ—lgf‘ﬁ_gﬁgiﬁi o g r‘;'r;q}g\;
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(Z)» Rocit #3 B R 2B P

"wornin | 4p R RGR G w i 17 5 (Coping response) £ E it § 2w b w fr ehiz & (Milne et
al, 2000) » A3+ FH# Tw ocit ) RAE G FRE R IR E T FREF BRI %
Bk R m A 2 R F B E @ iz & (Crossler, 2010; Herath and Rao, 2009) » 7= % 3 ¥ =
Aldedins FIoordl LR F B TEF R HT T3 pR T AT 2w oo
HE o R FOURRFRERFART R OFE L R TRE RN T RERPART
ﬁﬁﬂ%%*ﬁ*%@’Eﬁﬁﬁﬁﬁ*%ﬁ%f%iﬁmaM&*gtLa, 20 Ak
FRECAIIRGTIFIFHEEFART TR 7 Fock  AEHNT I mHEFF
EICRZ RS Va7t iF o 'JJLQ)EJT”FB_F “‘")f% TR JOIT R AR B- R E T S AR S

e BEFRE blde Lee (0111 * Sl b B2 A H S ERBEH* P HR LR BEF
SEFRr R EFL e BERARY 2 735 .@?I ; Crossler (2010)ﬂ SRS R B e
ARFFRBAFTHE S BEF Ry BRGHEHTEPRATHREEF L » BE Bulgurcu et al.
(2010)? 72 {4 3% #% 72 o (Rational choice theory) £z 3 3t % > 4raf(Awareness)BLEh17F 3 2 3 |

f%““’ L& 2R E} e BREFRA LR AT A E 2R (T /@*’Ub)&?f

FHEARBT AL 250K 07 5 LW o Chenoweth et al. (2009) 1] i3 6 87235 5 2 %

%“Wﬁéﬁ%%ﬂ%~ Mf*@wwm%gra*%%ﬁwxwmw@;mb&fLaw,%ﬁ@?
I,Fr;i ML B a7 5 X B o Lee and Larsen (2009) %« * i3 Jf}h— wiFEs Y P EFEALEHEY L
ELprasie gRFRA gty e ¥ L 'iﬂ&?ﬁ;&@ommm
(2012)41* b L m iRt e f i 1 Hr % 2o fmwfr R RESEFREA
v N E HE T A 2R AT L AW E B F L v B F - Herath and Rao (2009)%;;
Fq‘_:,a‘ A }_,ﬁ:a\\ﬁ} W R ERE LY HEAL 2P w Rraa e BFR R
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fﬁ;wﬂ@@%%mméibijiﬁEﬁﬁ*#ﬁ*i%ﬁﬁmwmﬂmmm@*ﬁﬁ
(Milne et al., 2000) » A3+ & #-f Soeie T& 5 FREER IR pe NG W4 = F
SEF T ;;Jﬁ,fﬁﬁgm;}gq ERBREE (TS [ﬁifﬁg T~ AR R
(Crossler, 2010; Herath and Rao, 2009) - T H = f 1 4r%ini p e B & K 4ga 4 gﬁ* +
R sl BRI T p AR wéféfza\m;{.g}iﬂv WAL G F 2 o drk FHE =
ﬁlﬁq‘%?ﬁﬁiiy}?ﬁlﬁ‘i CRE R AL G E'J%*??;:}%fﬁ%fe fﬁ'—g‘%fz%ﬁi@ﬂ};» gé\
1%°”ﬁ©$”¢?5“Inﬁ“”~ﬁﬁﬁﬁ@%6a‘&EE w BF B P b4 Lee
(2010)Fi * (-2 6 T8 245 45 34 ~ ?ﬁ%ﬁ&¥ﬁﬂﬁmﬁwgﬁw%n#%%ﬂpﬂzn@g
i é»%éfgf‘—,ﬂ&?* 27 % .a;b’%‘l ; Crossler (2010)R| 41 #* k& @ AFH ARG B A FTH > B
B ki H0H B L TR M F L5 B Huetal (01243 R 1l i R
ey o B 7 5 #4(Perceived behavioral control) ¥4+ B 1 @‘} BEAE 2R
FRriBinfgsrre by TREFIHENNRARENREZ - F5 07 2 A FHER
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¥ 75 LB - Ifinedo (2012) 1% Rk d 48 IR ndR s R f 1 30 T % 2yt ‘7\5 i e
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Blv A% 0 MAFTRE }_#El’aé?f‘k(Bulgurcu et al., 2010; Guo et al., 2011; Hu et al., 2012;
Ifinedo, 2012)35% § SR ﬁf“ G TME > ﬁ\iiﬁ{)ﬁz‘ﬁﬁ SRR L ARG
Tl EFRE . Ryt i?[ﬁk 2 #%#t:".u’f [E&

Hot TRl e f 2 g B e RER B w BFHE 2 3 p R f mlsc i 2 LW
(5 )i BAF A A BRPHN 5 LML

D SR J]?e(Fishbein and Ajzen, 1975; Herath and Rao, 2009; Taylor and Todd, 1995) » 4+
gRFTEREARILI R F - 75 0 ¢ 7 0 A A (Subjective norms)fricif |4 §
(Descriptive norms) s & .= - Ma BLRLE I BEALR il e AREHE ERGRGFEF
= (Fishbein and Ajzen, 1975) » jiis A Hp 3 chd & kg » @ A PRE g B AR A 4
B3 73 F 50 B AR € FEAp R (7 5 2R (Herath and Rao, 2009) » 7= ¢ ip A >t & {7 %
R AR FRFEHET T ARAE QT RE IR E LR S B ARG WA
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» ’F‘KE‘Z% TRFREEP R > A TRE S 2L G RERRT L DR R o H_Q/I?c
ARG SR e BEFER SR 55 LB bde Guo et al. (2011) 44 4 e 5 ¥
E,ﬂg i H MENEX rEF LA ESFRL IF%I,,:E_%#(WOI’kgI’OUp norm)é%?;ri

BELw R ¥ Huetal (2012)F 473 2% i 1 ﬁ BEAX 2RI FRIBR
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Lﬁa#’?} i SR F IR 1 ST & (Normative beliefs)dg ¥ & + ﬁg,*:“;r‘_! E} BEAE
PERDELZAE TTHN R I ER DA (DAL F P FRE)NRA LR R 2L AALE R
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(2010)# .,73 R Fax 25 Lﬁ} W % g ARE T & (Normative bellefs)e%ﬁ—g

E} AR X 2 KT 5 LB Ifinedo (2012)4-%+ 124 = 57m 4 2 Fa & £ 4 f i

= Fm & e > o (Information systems security pollcy)x\;ﬁt BEBRNEFL 0 ET _Eu%q?{a
(Subjective norms) ¥+ F 3 % }_,ﬁ:%‘f;ﬁ a2 75 LW S ¥ L e 2§58 Herath and Rao (2009)
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(- insorp s i

FRATIE S B R BRI ¢ dp A BR S AP g % 3= B Fadz & (Milne et al., 2000) »
ﬂﬂpriﬂ-ﬁ_—lﬁ@é‘ ‘%"?"—'\Wé%" /&bg)\' ,@; g;rs %12 /voﬁ‘S/}i\‘:“L%ﬁjp
,Lﬁ-@ GAEHTFTAE SR o T ’,ér_?ﬁl‘ +.)%}ﬁ'f%ﬁ7 v A BIRAES M TA S ;- B
H+=F 13 ?Hmau—+ ),%)jpfg MV oA R CEFERE B (B4t 8) a4 5 (Crossler, 2010;
Ifinedo, 2012) - #7& K 7 (+ 4 42)% Ifinedo (2012)nE 4 5 A# > T T+ pHEFRER D
?’ééh%.D%%ﬂ%%ﬁ~f%%kme+@ﬁ AEP R 0 FIRT L F S
FARLFREABIRTE B (ol B~ Ba 2 TRk R) 5 2) e & 2 “wﬂe%} F ey
E A R o A mm+.)]$a)jt’§?$% e Pl X RRERE

()R

TR A RIS Y A BSRE A g X R A R 4;,'35%; #2 & (Milne et al.,
2000) ; # % 2 » AR TR A IGRI B A PEI A L PR PR KR EFRTF RN
BT o Ay RSB E LT AL D FRECF 1R FRT R ﬁﬂ?ﬂﬂﬁ%?ﬂ%
¥ i (b)4et 3) e £ 42 & (Crossler, 2010; Herath and Rao, 2009) - # & #* IE(»*« 3 3£) 4 Herath
aMRmQ%%ﬁi%éé@fi@%?4%&%ﬁ@q$«,’fﬁ F AR F R
;yﬁa)ﬁ?jgm? R TR E 2 B(GAel B~ B g R FTRR)2) A Fﬁl‘mm i#E e
Ragnmis 2 503 pfrE R0k T & (b4 7] » é’%*ﬁm*ﬁﬁﬁiﬁ”ﬁ

(Z)BEsE

TSI g &Rl 4 325n ¢ 4y A Bt & 297 X 31 0R 42 & (Milne et al., 2000) - %
%%ﬁéﬁﬁﬁﬁf’i&%%ﬂﬁwﬁaa PERE R AR FRT S pET AL
BT 2 & 542 & (Herath and Rao, 2009) > #& #* 58 (¥ 3 42) 2 Herath and Rao (2009) & #
S AH T Wb‘iaf* ]ﬁﬂiﬁa LB BIT 0 e O I T FRF T RS FERAL G R
FRRDGRFE DT I FFFT RS FRERECFRIFAERINIA -

(2 )% fovcis

WA R I ¢ 4y A BGL G w17 5 (Coping response) £F it pTi b & A
*ﬂﬁwmwﬂw2%® GRFFEFRT o AP ERT BRI TR D RRE TR
Himf 1 ds FREPFEIRLG %b L T3 HEF 2 EF R T 2 iz i (Crossler,
2010; Herath and Rao, 2009) - #+& F IE(-*— 3 4%) ™ Herath and Rao (2009) & # 7 s # > i
BLFRFEFREEB o o oo DENR2 FREET FRHEFTA > & 2f 130}
RIS TE L 5 2ok A ﬁ% ff THRERF RRAR 0 AR T FRARTS
FRETA I A EFARE (I )~ BAHR)ERIT

()8 Aok

PR ARER S Jfﬁ EW NN N E—"fi & 49 a0 # fﬁ T Rt (Coping
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(4o@ 3] ~ & & ¢k 8 )(Crossler, 2010; Herath and Rao, 2009) - =€ #* 58 (= 3 4£)+ Taylor and Todd
(1995)# Herath and Rao (2009)<E 4 5 fhelf > & 43 T+ mEHHLEF B3> ¢ o140 0 1)
AP RN FRASS DI RS FRAR QI k SRR ARHRG I E T FRT
TR AR K BT

()¥ B+

TS A R RER RIS T g A KRS AR ’%""“r*iﬁ‘?"f%lfa@%i- =N R
(Milne et al., 2000) - &7 + fgafﬁrif“'f AP FRT RS ATRG CFTNE wﬁl;;ua§?
%F%%f‘ P?;Jza\wg =% = ~(Crossler, 2010; Ifinedo, 2012) - #=& K 78 (= 3 )¢ Ifinedo
(2012)eh8 % 5 A H# > T M%aﬁ FEFREFEET c bl  DEaFRE ST I HETS
EXs f,f..-gg!;#%&g‘%?:;%;;gg N A (Bl f REARM TS 2R A ME S A) P 2)F IR & A 5y
FRLFRET AP RRARSE TR F I ERERNA -

(5 )imad

LRAPREARER PE B 5 h N BT i 3% 7 4 (Fishbein and Ajzen, 1975)
ERFREERT > AP ERABRAP A FTARECA IR EER N W ARG w8
LF o FE S FRE P FRc RO - 7R I (5 440 Herath and Rao (2009):7E #
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)“ﬁwfhf“ﬁ TR AR EE T S T8 TS L
(L) R

ERFREFRT O AP ERERTEL TR ] 1808 2 FRdf s

w & § R 4 (Fishbein and Ajzen, 1975) » =8 £ 38 (£ 3 4£) 2 Taylor and Todd (1995)##
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,ea 429%)
FAZiE 10 & ¥ ik~ 5 (¥ it 46.5%) -
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1.6 B A4

T TR AR TR TR B R LR T 4 Rk R 4 (Kling, 2005) 0 A R
477w 0 MFE 4 B 44 (Henseler et al., 2009; Hulland, 1999) : (1) # % R 5 g = £ (Individual
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B Hm &7 %14 F]F 4~ 47 (Confirmatory Factor Analysis, CFA) » & 35 4 L~ F%(Henseler etal.,
2009; Hulland, 1999):£ % B %] A 38 § j= £ 2. P~35 %% 0.707 > &% - =x CFA ﬁﬂv‘ =
7 FA2 (BR B3 o) PS1(/ fr’ﬁg;?f T#m )~ RC3(FHw = G )2 2R é JE}‘}E_ S
0.707 -2 (4 %] 5 -0.32, 0.63 £ 0.46) » Flp* i = A% > £ L3817 % = = CFA > B % A7
LG KT h 2 2 f R 5 083 (DN1 K I » Bacit bRfdha )  © # & 0.707 dut sk
B (4r% 5-1-3 #751) o

gﬁgmﬂ—ﬁﬁ?%%a’ipzuéﬁﬂﬁwyiiﬁéﬁgﬁaégﬁggﬁ
(Composite Reliability, CR)(Fornell and Larcker, 1981; Wertz et al., 1974) £ Cronbach’s o (Hair
etal., 2010); 2 /4= 7 (Fornell and Larcker, 1981):% 5 CR #& Cronbach’s a it { ¥ ifv8 i3 &
T&ﬂxﬁﬁ t CRa% > ¥&x e CRES 0.7 (Fornell and Larcher, 1981) - ## 3 10 B H& © >
M CRE 5 0.87(BE31#) ~E & K49z & 5 @ Cronbach’s a ¥ # X eig 5 0.7 (Hair
et al., 2010) » 4% E4zi% 0.9 r’& T 15 B 22 ¥ iR 4 (Excellent) » 42iF 0.8 B] % 24 4% (Very good)
(Kline, 2005) - # Cronbach’s o * & > ##7% 10 BH5 # > & M Cronbach’s o & 5 0.70(&
ME51aE)  Bor B W B4y eni; }i(wﬁr%\ 5-1-3 #77:) o gt #b o A AR * F)pt 2 355 CR
Cronbach’so # fF8 2 F]Z f m E k28 AP T 2 2 1 B3 ih BB K 7 & 45 A &
BIDE & g2 B R o
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% 513 %P FE AT S

Dimensions Items Mean S.D. Std. Loading T-values CR® Cronbach’s « AVE"
Fear Arousal (FA) FA1 6.09 0.95 0.86 20.22%** 0.87 0.70 0.77
FA3 6.00 0.95 0.89 21.29%**
Perceived Vulnerability (PV) PV1 6.08 1.04 0.89 22 40***
PV2 6.18 0.95 0.91 30.09*** 0.9 s e
PV3 6.19 0.94 0.86 22.03***
PV4 6.16 0.90 0.93 22.68***
Perceived Severity (PS) PS2 5.34 1.34 0.96 22.24*** 0.06 0.01 0.01
PS3 5.37 1.25 0.96 20.35***
Response Efficacy (RE) RE1 6.22 0.89 0.90 29.42%**
RE2 6.04 0.96 0.87 23.45*** 0.93 0.89 0.82
RE3 6.09 0.89 0.94 30.03***
Self-Efficacy (SE) SE1 5.92 0.99 0.90 25.81%**
SE2 5.83 1.03 0.93 23.45%** 0.93 0.89 0.83
SE3 5.75 1.03 0.90 23.68***
Response Cost (RC) RC1 5.69 1.04 0.92 20.37*** 0.89 0.76 0.81
RC2 5.72 0.97 0.87 22.15%**

3 :CR % % & # B (Composite Reliability) » 2+ & =& ;% % 28 (b A @i & E/(HEE AHT > E+EE LA £); AVE £ T19% 3 35§ (Average
Variance Extracted) » 3+ & = ;% 5 {53t (i T 3 foz T30 > ***p<0.001 -
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# 5-1-3 mE LT F A 475 % ()

Dimensions Items Mean S.D. Std. Loading T-values CR® Cronbach’s « AVE"

Subjective Norm (SN) SN1 5.97 0.95 0.90 35.48***

SN2 6.04 0.92 0.95 A3.77***
0.96 0.94 0.84

SN3 5.84 1.01 0.90 46.36***

SN4 6.13 0.90 0.93 38.40***

Descriptive Norm (DN) DN1 5.35 1.06 0.83 15.09***
DN2 5.55 1.05 0.89 24.92%** 0.91 0.85 0.77

DN3 5.72 0.99 0.90 24 43%**

Attitude (AT) AT1 6.01 0.94 0.94 58.98***
AT2 6.16 0.88 0.95 61.81*** 0.95 0.93 0.87

AT3 5.93 0.99 0.91 54.89***

Intention to Comply (IC) IC1 6.08 0.87 0.96 68.24***
IC2 6.08 0.88 0.97 68.37*** 0.97 0.96 0.92

IC3 6.06 0.91 0.95 74.34%**

:x 1 CR £ 2 & 13 & (Composite Reliability) » 3+ 5 & ;4 2R 8 (v (28T > &/ E~ h#cT > E+EE 2 1), AVE & T 5% B 375§ (Average
Variance Extracted) » ++ & = ;% 5 8 v T = {o2. T 35E » ***p<0.001 -

29




255 R A 17

TR eh Tonk | g R o B Baripl 2 4T & R ehpt & (Hairetal, 2010) o - 4@ 3 ¥ 5
@@ 7 » & (Content validity) ~ < ar»x & (Convergent validity) &2 % %] »c & (Discriminant validity)
& =& (Hair et al., 2010; Trochim, 2001) -

(D 5 ek

TN R 2% R | 4 B arw 3P| R A nf 38 8.3 & R 2% % A (Hair et al., 2010) » 7
g fBr R F PRALAE 5 4 & 2 (Face validity)(Hair et al., 2010; Trochim, 2001) > L & #d % Fo
mﬂw,ﬁp;idggméﬂﬁﬁ’guﬁmﬁipiﬁﬁww“&ﬁﬁ%.ﬁ@iﬁi
W 2 (SR gd FHRERERVTFENIT  PFRBIREAZF FALRAEIHE > mF
THEERELR LI N FAR o

(2)z g B

"Mootk R REEERE LG E- e R TR KT caet B - e (Hair et

L 2010) K4 R R E T E R KRR R 2 BRI D)FEER BRI TE

J_Fé_ e ~ >+ 0.5 ¥ & ¥ (Bagozzi et al., 1991, p. 434; Bagozzi and Yi, 1988, p. 82) ; 2)CR i& + ** 0.6

(Bagozzi and Yi, 1988, p. 82) ; 2 3)-L 5% £ % B¢ (Average variance extracted, AVE) + »* 0.5

(Bagozzi and Yi, 1988, p. 82; Fornell and Larcker, 1981) = ## 3 10 B #-& 2 =€ k' 35 2 4 it

F1E fom 2B s 0.83(4cif 245 DN1)» H &35+ 32 05 2 #75 §rd B 78 7% & IAF ¥ 14 (3

% 5-1-3#%m)s Bt AT 4G ¢ A2 CR 5 0.87(R B8 4Eg ) 8 0.6 Z &R E(4r

% 5-1-3%7%) 5 = 0 AL HEG M2 AVE 5 0.77(B I 46 ) - 7§ 0.5 duEikok
ﬁwasiswfwd HHEMT AL TERY L1 LR L TR R o

OERES

"RewpTR ) AR URRF TS EAARF L EG Y 28 e £ 49 ch(Hulland,
1999) » »#= 3 2 Fornell and Larcker (1981)-T 32% R % B~ % (AVE)iZ X # %% %| st & - Fornell
and Larcker 3a 5 X R g hAVE BT = 4945 < v g6 B endp B Chdio RIS 27 7 HES

LW &3y % Wox R o ik Fornell and Larcker (1981)s= 22 A 3 Hd BB cR 2 20 &
%@%WFﬁm7Aml~ﬁmb«*fwﬁmW P R d(he 2 5-1-4 477 ) - KR A8
T#m MEE B K332 % BT R o gt b RRPRRE AT 4 F]E A 722 | i £ (Cross loadings)

#+(Chin, 1998, p321 Chin, 2010, p.671)> 4= 5 & & K 38 1 R & “TjF Mz 2 2 7
ﬁ*&%SlS%T)%Tpﬁm*@x&ﬁb%i%iﬁﬁwﬁ§°§iﬁﬁifiF
ZRFEG BFFLE a0t RE BRIk 0 TRET - [FRSHERS RTe

\\\

e»ﬁl 1s=h v 6*3
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# 5-1-4 Ho B AR Ol

A B C D E F G H | J
Fear Arousal (A) 0.88
Perceived Vulnerability (B) 0.65 0.90
Perceived Severity (C) 0.43 0.35 0.96
Response Efficacy (D) 0.75 0.70 0.33 0.91
Self-Efficacy (E) 0.64 0.63 0.25 0.75 0.91
Response Cost (F) 0.47 0.47 0.30 0.55 0.57 0.90
Subjective Norm (G) 0.66 0.62 0.29 0.74 0.70 0.53 0.92
Descriptive Norm (H) 0.54 0.45 0.20 0.53 0.62 0.38 0.66 0.88
Attitude (1) 0.71 0.71 0.36 0.75 0.74 0.51 0.75 0.64 0.93
Intention to Comply (J) 0.71 0.68 0.33 0.78 0.77 0.51 0.80 0.64 0.86 0.96

i EemL AVET 2 RE
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# 5-1-5 2 = ¢ j= & (Cross Loadings)

Perceived | Perceived | Response ) Response | Subjective |Descriptive ) Intention
Fear Arousal . ) ) Self-Efficacy Attitude
Vulnerability| Severity | Efficacy Cost Norm Norm to Comply
FAl 0.86 0.59 0.41 0.59 0.47 0.42 0.54 0.45 0.56 0.56
FA3 0.89 0.55 0.35 0.72 0.64 0.41 0.62 0.50 0.68 0.68
PV1 0.53 0.89 0.34 0.60 0.52 0.41 0.52 0.37 0.59 0.56
PV2 0.55 0.91 0.31 0.59 0.54 0.43 0.52 0.36 0.60 0.56
PV3 0.60 0.86 0.28 0.64 0.56 0.40 0.59 0.42 0.66 0.63
PV4 0.64 0.93 0.34 0.70 0.63 0.43 0.61 0.46 0.70 0.67
PS2 0.40 0.33 0.96 0.32 0.25 0.26 0.27 0.21 0.35 0.32
PS3 0.42 0.35 0.96 0.31 0.23 0.31 0.29 0.18 0.33 0.31
RE1 0.72 0.65 0.30 0.90 0.70 0.48 0.68 0.51 0.72 0.72
RE2 0.61 0.58 0.28 0.87 0.58 0.48 0.60 0.43 0.58 0.64
RE3 0.71 0.68 0.32 0.94 0.74 0.54 0.71 0.50 0.74 0.74
SE1 0.61 0.57 0.24 0.70 0.90 0.52 0.65 0.61 0.66 0.72
SE2 0.60 0.59 0.23 0.69 0.93 0.52 0.66 0.56 0.71 0.71
SE3 0.53 0.55 0.22 0.66 0.90 0.53 0.60 0.53 0.64 0.67
RC1 0.45 0.42 0.27 0.56 0.58 0.92 0.53 0.35 0.51 0.51
RC2 0.40 0.42 0.26 0.41 0.44 0.87 0.41 0.32 0.39 0.38
SN1 0.58 0.55 0.27 0.65 0.60 0.46 0.90 0.60 0.66 0.71
SN2 0.60 0.59 0.26 0.69 0.67 0.50 0.95 0.58 0.70 0.76
SN3 0.58 0.52 0.27 0.62 0.64 0.45 0.90 0.63 0.64 0.72
SN4 0.67 0.63 0.29 0.75 0.66 0.53 0.93 0.63 0.74 0.77
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# 5-1-5 2= § j= & (Cross Loadings)(i)

Perceived | Perceived | Response ) Response | Subjective |Descriptive ) Intention
Fear Arousal . ) ) Self-Efficacy Attitude
Vulnerability| Severity | Efficacy Cost Norm Norm to Comply
DN1 0.36 0.29 0.10 0.33 0.45 0.29 0.47 0.83 0.40 0.42
DN2 0.49 0.41 0.22 0.52 0.59 0.33 0.62 0.89 0.63 0.61
DN3 0.54 0.46 0.19 0.52 0.57 0.36 0.62 0.90 0.62 0.61
AT1 0.68 0.67 0.34 0.71 0.72 0.48 0.72 0.64 0.94 0.79
AT2 0.67 0.67 0.32 0.71 0.67 0.47 0.71 0.58 0.95 0.81
AT3 0.65 0.65 0.34 0.70 0.68 0.46 0.66 0.58 0.91 0.80
IC1 0.68 0.64 0.34 0.75 0.73 0.49 0.76 0.60 0.82 0.96
IC2 0.69 0.67 0.33 0.75 0.73 0.49 0.77 0.61 0.83 0.97
IC3 0.67 0.65 0.27 0.73 0.75 0.48 0.79 0.63 0.82 0.95
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Z) B A A

FHE NN LA AR R I VREEF ﬁéfﬁ_ﬁfﬁ ¥ %> & J5 Henseler et al. (2009,
p.298)% 3% » .ﬁéfiﬁf’“ ARAEHPN A PR FEARR ST R 3 (Estimate) g (7 6 25
LRI jng.% fﬁrgﬁpi # lgﬁc, BTG o

1425\ i fie & (Goodness-of-Fit, GoF)

SRS fe R 2§ Tenenhaus et al. (2005)#% ) GoF 45 17 * 78 PLS 5
iﬁﬁio » Hab B VAN 4 gz Ti5E 4 (Average communality)gr T 3o R% 2 BB o
@ PLS 2 & fp 427 T35 8 35§ 4p e (Wetzels et al., 2009, p. 187) » A 5 H8 2 4
PR(TANFF B REF L AE)L TiE B L 0.85((0.768+0.872+0.923)/3) » @ L3 R% 4
0.64 ((0.0.470+0.669+0.794)/3) » #]}* GoF %,/ (0.85*%0.64) = 0.74 » i :lig(Wetzels et al., 2009, p.
187) 3  GOF & % 0.02 B M A Fe > 013 B¢ S > 026 PIB* 3 R Ko
APFZ N RRARET R ZER

2.0 4 R B R eRR)

g9 PLS #i B2 ROGFu For@ sl RO L fB % 55 4pk o 6 7 % 20mp b 2 B
T R 29w * (Henseler et al., 2009) » A p 24 % #cfz 8 5 4 %i}i A% 33 4 (Perceived
Vulnerability) & ;5. 4v g & |4 (Perceived Severity)+ Ir f# 8 & & 513 (Fear Arousal)¥) 47%% £ ;
@ 51~ w st (Response Efficacy) ~ p #4 it (Self-Efficacy)fow & = 4 (Response Cost)
£ k28 T & R (Attitude) ; ¥ 66. 9%Hv%ﬂ 1 SR ﬁ%%(Subjective Norm)fefif 14 4
(Descriptive Norm) ¥t F: 8 = f 1 ﬁ T3 ;ﬁ)ﬁxzf FEFTR 2 75 LB T79% 0% R (4
B 5-1-1) - Chin (1998, p.323):%. % R2 %+ 0.67 P52 4 " 4p % (Substantial)fz## # |- R® %+ 0.33
EERE TP %42 & (Moderate)f2 8 4 |» A3+ 4 247 ;‘g A RL Ay 24 o

R Y ST

FAELA B P ani 35 P3RBT e T e B R e 0 T R RERE TRl bl S 3R R )Y
% f«?%h‘ K3Pfe o M7 R BT T lickE F A0 % B 3B TR ¥ 2 (Bootstrapping):t & 0 % 5 Ao i A
VSR LG 2 e HEF R P(ER HL 2 2, 8 =057, p<0.001); mirpcE i
B FED  HELBBEFRH 22,8 =023, p<0001); B FHEREF L » i
FRE(ERHs 2 2,8 =027,p<0001); % i ¥ AL 3 1w HERY *;K(xa@m Hy = =,
B =029, p<0001); pAracit > EAMNEF Lo HEFRP(BERHs 22,8 =034, p <
0.001) » 5% A$CEAAIT B § MFH PR He 3 % 2)5 BAHN TS AME L %4
FRE(B Hy* 2,8 =057, p<0001): 2 R i7 2 AWE T w2 F B P(BR He
2,8 =0.35p<0001); it PR 75 AME T v HERP(ER Ho 2 3 2) 0 B
B A 45 8 % 4o B 5-1-1 9957 > B R 40k 5-1-6 “rom o
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Perceived

Vulnerability (PV) 0,57k

Fear Arousal

Perceived (FA) (R°=0.47)
Severity (PS) 0.23***

0.29***

Response Efficacy

(RE) 0.34%**

0.03

Response Cost
(RC)

p<0.05*, p<0.01**, p<0.001***

0.27***

Attitude (AT)
(R*=0.67)

0.57***

Intention to
Comply
(R?=0.79)

0.35***
0.04

Descriptive
Norm (DN)

Subjective Norm
(SN)

B 5-1-1 B s %

4 5-1-6 B %

Bk nFE tie S
Hj Perceived Vulnerability - Fear Arousal 11.10%** 2
H, Perceived Severity = Fear Arousal 3.92%** 2
Hs Fear Arousal = Attitude 4.67%** 2
Hy Response Efficacy-> Attitude 3.49%** 2
Hs Self-Efficacy-> Attitude 4,65%** 2
He Response Cost—> Attitude 0.58 &

H-, Attitude-> Intention to Comply 7.76%** 2
Hg Subjective Norm-> Intention to Comply 5.12%** 2
Hg Descriptive Norm-> Intention to Comply 1.06 S

p<0.05*, p<0.01**, p<0.001%**

S T L

(C)RTEBaRTEEHENTEIF 2L

A3 B H 5 r’ﬁ‘;%ﬁ [l R = RS }]’;‘5&‘1’ f‘ﬁﬁ;i{(}il 2_ AT 33 }'}g
BAPSIE o IR N A4 % (8= omtaump<omn&ynhhm

Aoipsidt ) i TR ) A e BEFEE

LA TG < 0 RIpEEF BTG BT
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G B FNE R 1 BIPR BT :/F‘g)‘ﬁ? R PR AT A G B F 2 ok

FRECAIRITFIBHFELIAFOP I L § > MIEHNTF HHEL ﬁif&”l ¢ A2
ﬂﬁ&°«%%*f%FP@m”xﬁ%ﬂwJﬁAFﬂﬁﬂﬁjﬁﬁapﬂ¢%ﬁua
H s Ag % (Arthur and Quester, 2004; Herath and Rao, 2009; Youn, 2009)2_# 3 % % 48 FF

Rz Ay H 3 TFRECR I LI HEEFART L2 mkE g0
AR TEH%J’wygéﬁ.iﬁx*b#mé%w:02&t—392p<OOM)’@T£me2
PR H TR A e HEFRE  H T L FTRECA IR RTIT S
&j»&%%ﬁ“fPﬁi®4ﬁ%§ﬁ§*%’@%i%*%WW’W?WEWﬁl
5 @i] WY AT RS TAE R PR B T T R R BT
BANFEEREF 2 ek FTHRECRD 3*?4}%&13 XA BT <> pld
3w+ f&’i&ﬁ BT g A RIER -

ol

| 4

-\

(‘é?*a«

x;%}%ﬂ\ TEATESE A TOLH 2B 3R —+}l§3fﬁ‘1§x§;f§zi Minaoipss s | 8 T oo
AU ETRE SRR '—ﬂfiﬁl’s;‘J PELeRBRFVE BT 2oy FRECRILI BRI RER
ﬁivﬁﬁﬁa@’av%%%rﬂfﬁlﬁf%éiﬁ%?ﬁ&w%%%’m&ﬁw%ﬂ
HEL I AL BRA I DAt @A sIFH RET I HREF b - FIRTE
R FIBITE T FERAR  FRIB GBI I pE I ARFTRE
B 12w iF Tﬁgp,um:*ffliﬁfﬁiﬁﬁi%mp fe i 2 BReE M s iEa R H B %?Em*«fﬁﬁfﬁ%
2 wuff"’ xzii}ffﬁﬁ" % ﬂ&*J-EL*FiPE}‘m)@éi METR Il fjz: gg ?,:*«‘fﬁi
R 2 2% Bk 0 2 dEde D F R ISO 27001 2 % R iuiE aﬁr—'fﬁafﬁ} Ptk B
5 "*/F%J’T" T Iﬁiffi’—# PFERFEE 0 BRA RS T AT DT xi‘]*,ffml’\ TR bR A B
I ESBRERLSP PR PETREY - R PESOFAR AP Te
B ipg > Easl g PRECAIN AL RART  Hoi P pHFEIARLY e
P i R S op R e g o

(C)BEINFEHTERLBP

AP EEAH AT TR EC R A HN T pEEF AT L BRI L e A
TR R AR o RS AR AR % (F=027,t=4.67,p<0.001) > AT
B He oz oTRIPIE  #H TR ) A0 HEFRE 72 FAREEA 1o 25
TR BN LAY < Ry AR SR G R AWEWﬁWQ{?ﬁﬁ& R
gﬁmﬁg,ﬁ%ﬁ?ﬁg4@@§¢%;@ﬁmgﬁim@a,FL’%%ﬁﬂﬁcﬁl
R R REE RSP 2 PR TR ARG FRRT SRR R
SR o AP ENFRFRLEFT OTRBEIE  HN TEA BRI R AR A
¥ (Herath and Rao, 2009)2_ 7" 3 % 4p e -

ERHAPEFLEE FRECR IR p AR TR E, $r R BT
FREEPEERK TER ) e BERE  HT2 o S FRECR I HN T pEEA
Mo PRIIEER > PPN T RS R L RS ARABRE S ARG T
o Fh e TETIREEFE AL A P W FRAD f 1 AL RS
FRRApE AP BRI FRENT I HFAL R I IR 28 g T
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%;ﬁxzfmﬁvﬁﬁo D Yl %»Léﬁg‘g’q%ﬁp;‘;ﬁ;}gﬁf %E,ﬂﬁlﬁv:?‘;%fﬁ,ﬂ%i
AR ARR P SRR T PR F R AT g S PRI Tk
PRIOBRALE LA pF AR FIRT S AR o

(2) % Bocit #¥THA L P

ARG H T E 2 BT S p R R il e R Y
THRERPFRELER » RS S 2 175 % (8=0.29,1=3.49,p<0.001) > & 7+
B Hy w2 o Tw sy H TER ) E2 e HFRE  #HT2  FAECE 240 £ 7
ﬁiﬁﬁ%~ﬁ§ﬁ§%*%§?4%ﬁiﬁ%%ﬁ%’@%%ﬁﬁﬁﬁ%ﬁ% FAE
R A&7 #3071k %ﬁﬁﬁﬁﬁﬁﬁ’ﬁ%%*ﬁfﬁiﬁﬁ%f FREFCR O B
AXDE @ 5 K20 ek THE I#ﬁl;,ﬂj; T HEEF AR PO Ry e Bosk o BT
Bl agva?nkF piEd md o i"f”*f}dﬁ GICR DL R T AR ffidR o &
VERFRFRES w omi BN TRAR BT B E L e e 47 (Herath and
Rao, 2009; Ifinedo, 2012)z2_#= 7 % % 4p F¢ > Vance et al. (2012)s#= 7 R 7 ¥ o ¥ § ]
FARE2RRZFZABEEFr BT

R AV EFT R FAE R 1 IR R R ks Rz T kit 0
gﬁ@l+%ﬁ%f%éﬁ%r%&Jiﬁ@ﬁ%%g;ﬁpi’ﬁ?%ﬁﬁﬁW%%%Q
FAER BEFC R 2 H ARG B B TS R AE P R RS MR R
BT AHERE L 7 R SR AP ELRFRIAMETREL T REEF F
EFCRFER NG b 2 FIRR T REEFARE L FRFRE 2 prpE i fa
7 ,P“"‘*ﬁ,ﬁ’ PRIV XA Y S g = R M

(=) p AT HR S

i»i&@Hh,Fﬂﬁﬁﬁ;ﬁf@@@@@f%ﬁﬁﬁwsﬂﬁﬁi@%@ﬂﬁ%
PR KGR o RIS RIS A 178 % (8 =034, t = 4.65, p < 0.001) > &~
sz ol p Ao  HR TER A2 HFRE #HT 2 ﬁﬂﬁwﬁw%%afﬁ EE!
f”m"‘ﬁﬁ/ﬁ'ﬁ X R R ‘fﬁm"]}@;}i—@, Yy BRI ARERE > T 2 1 AT
$q@#”*ﬁ5{ﬁﬁ’”%**§f?4%ﬁ—~%£HmmuEaL@ F o de
FRAHE TR IRG FL,"'%)ﬁlzfﬂi%A‘fﬁmr‘])@i}d‘%&@’s&?}§$ﬁ’ﬂ\E/T‘%\ Baaid o
A FM'“'””“Z%V‘L R R R PR T
ARG i e AN FRNREF TR TRAR B AR el
i %p 3 (Herath and Rao, 2009; Ifinedo, 2012)2 7 7 % % 4pfe -

EHAFEFLEE  FRE Rl AT SRR R ek L TR Aot
HOBEGFT IR EEP R TER LI HERE B2 o FnE R g
gf*“%%;@ﬁ%f%%ﬁﬁﬁﬁ@w%’mﬂ%%ﬁiﬁﬁéfﬁaﬁﬁiﬁgg%
AXFE R 0 AX G ??Eﬁg"ﬁf}%‘iﬁﬁ o RIpFTT B % 71\“-"38"?,‘?5]!,5;;' £ ATHR T2 l_,u;]%
B RS R R P B REP L R fE T R e
—;}}%/ﬁ"%f‘lﬁ—;ﬁfiaiii;’kp\ EV ARG %fg" v FREPE e %’J%”“‘%E TR IRIIA S ﬁx}i"h"ﬁ
IR e R § R N

37



)R 2HNERLBFE

A He s T RE R HN R HEEF ARG ey Sk f e PR

R p R SRR o R AR AR 2 4T % (6= 003, 1=0.58) » BT R He
AAzemw Dok #9 TRR, FERFS S HTL o ARTRICRIFERTS
’J%’ﬁﬁ R R %’*Jmﬂ@#%&wrﬁfu 7o 4 :‘gi»&’;&ﬁ‘;;nggzggﬁ@ﬁ@E*%,ﬁ%ﬁﬁ
KR - A EHABERH A HE AT R Fldo™ A% R v S A2 B X IE p
A W] FE TR %ﬁiﬁ:—?—:}}%)ﬁl%f LA A R ‘\_@/\@,%ﬁ:’\' * ;}%)ﬁ‘if ——
FIER@IRE 28 AT SRR TSR3 07 (R g d
TR RSO R T p~ﬁ£§£ﬁ¢% z G PLY R R G R
& K S FR b AT R g i S Bm’ﬁ*gl‘;‘mﬁ Fﬁﬁ;l%;‘ﬁz,;vkrﬁ%ﬁ‘%-&fﬂ,*?ﬁﬁ
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The Antecedents and Consequences of Information Privacy Concerns: An
Empirical Investigation of Hospital Websites

Kuang-Ming Kuo®, Wen-Sheng Tzeng®, Chen-Chung Ma®" and Paul C. Talley*
% Department of Healthcare Administration, I-Shou University,
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*Corresponding Author: up000238@isu.edu.tw

ABSTRACT
The purpose of this study is to investigate the antecedents (i.e., fair information practices and

hospital reputation) and consequences (behavioral intentional towards hospital websites) of
individuals® information privacy concerns toward hospital websites. Further, the relationship
between fair information practices and hospital reputation was also investigated. Survey
methodology was employed to empirically validate the proposed research model. The present study
utilized a self-administered questionnaire for data collection, focusing individuals who visited
hospitals. Partial Least Square (PLS) technique was utilized to assess the psychometric properties of
the instrument and test the proposed research hypotheses. A total of 331 valid questionnaires were
collected and analyzed via PLS, the results revealed that fair information practices was found to
significantly influence hospital reputation ($=0.61, t=12.57) and information privacy concerns
(6=-0.47, t=5.42) respectively. Hospital reputation was found to significantly impact information
privacy concerns ($=-0.18, t=2.74) and behavioral intention ($=0.2, t=2.76) respectively. Further,
information privacy concerns ($=-0.4, t=6.9) significantly affected behavioral intention. Finally, the
proposed research model explains about 27% of the total variance of behavioral intention. This
study demonstrates that fair information practices are critical in improving hospital reputation and
reducing individuals’ information privacy concerns. It is therefore imperative that hospitals should
adopt and comply with fair information practices to alleviate individuals’ information privacy

concerns towards hospital websites.

Keyword: Information Privacy Concerns, Fair Information Practices, Reputation, Hospital
Websites
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How Do Hospitals Regard Fair Information Practices?: Evidence from a
Content Analysis of Their Websites

Kuang-Ming Kuo 2, Pu-Yuan Tzeng ® and Paul C. Talley ™
 Department of Healthcare Administration (Master Program), I-Shou University,

No.8, Yida Rd., Jiaosu Village Yanchao District,
Kaohsiung City, 82445, Taiwan (R.O.C.)
® Department of International Business Administration, I-Shou University,
No. 1, Sec. 1, Syuecheng Rd., Dashu District,
Kaohsiung City, 84001, Taiwan (R.O.C.)
*Corresponding Author: atlanta.ga@msa.hinet.net

ABSTRACT
The purpose of this study is to investigate whether Taiwanese hospital websites display a defined
privacy policy, and if so, do such privacy policy conforms to fair information practices? Content
analysis methodology was applied to investigate the privacy policies of the 475 Taiwanese hospital
websites. The results reveal that only 19.6% of the hospitals posted defined privacy policies on their
websites. Notice was the highest percentage (100%) and access was the lowest percentage (20.4%)
of compliance by hospitals. The other percentage for choice, security, and enforcement was 84.9%,
52.7%, and 21.5% respectively. Omissions most often occurred in terms of security, access, and
enforcement practices. Further, the privacy policies of hospital websites’ should be exceedingly
improved to enhance individual’s trust of their websites.
Keyword: Privacy Policy, Fair Information Practices, Content Analysis, Hospital Websites

1. Background and objectives

The emergence of the Internet has been considered as an important resource for those seeking
personal health information. More and more individuals are making use of the availability of online
health information. According to the Pew Internet & American Life Project report from 2013, 35%
of U.S. adults have searched for at least one of sixteen major health topics online (Pew Internet and
American Life Project, 2013). During the process of online health information seeking, individuals
are sometimes asked voluntarily to provide personal information about themselves or their health
information (Bansal et al., 2010). Further, the information-seeking behavior may be automatically
tracked as well (Rains and Bosch, 2009). Such practices may cause individuals to refrain from
disclosing their personal information (Bansal et al., 2010; Schwaig et al., 2013) since online health
information seekers care much about their online privacy (Ambrose and Basu, 2012; Pew Internet
and American Life Project, 2000). To ensure Internet privacy, the Federal Trade Commission (FTC)
recommended that Congress should enact Internet privacy legislation (Culnan, 2000) and proposed
fair information practices (FIPs) for guiding the handling of personal information by organizations
(FTC, 2000). The FTC (2000) defines FIPs as: notice, choice, access, security, and enforcement.

On the other hand, individuals are very interested in knowing about a website’s information
55



practices before rendering their personal information online (FTC, 2000; Wu et al., 2012). And there
have been a number of strategies proposed to protect Internet privacy, with the most popular being
the revealing of online privacy policies (Mundy, 2006; Rains and Bosch, 2009). Online privacy
policy refers to comprehensive descriptions of a website’s information practices that is located in
one place on the website and that can be reached by a hyperlink (FTC, 2000). Currently, FIPs are
the most widely-accepted principles for organizational handling of personal information (Culnan,
2000; Liu et al., 2005; Mundy, 2006). The main purpose of this study is to investigate the disclosure
of online privacy policies among Taiwanese hospital websites. Concomitantly, it is also necessary
to determine whether these online privacy policies conform to established international norms (i.e.,
the U.S. FTC’s FIPs).

2. Methods
2.1 Design

To fulfill the purposes of this study, a content analysis of the online privacy policies of Taiwanese
hospitals was carried out during July, 2013. Content analysis is a systematic, replicable data
reduction technique that compresses long text into fewer content categories based on explicit rules
of coding (Krippendorff, 2003). We first acquired a published hospital list from National Health
Insurance Administration of Taiwan. Then we proposed privacy evaluation criteria (Table 1) for the
content analysis that are based on the U.S. FTC’s FIPs principles and prior studies (O’Connor, 2003;
Zhang et al., 2007). The authors of this study visited all the hospital websites to examine whether
they contained privacy policy and, if so, the content of the policy based on previously developed
evaluation criteria.

Table 1 FIPs evaluation criteria

Practice Code Criteria
Notice N1 Identification of personal information collectors, uses, and potential
recipients
N2 Nature of personal information collected & means of collection
Choice C1 External use (of personal information)
C2 Internal use (of personal information)
Access Al Access to personal information
A2 Correction (of personal information)
Security S1 Managerial procedures (taken to ensure personal information security)
S2 Technical procedures (taken to ensure personal information security)
Enforcement El Contact information

2.2 Samples and Unit of Analysis

We used the hospital listing (475 hospitals in total) provided by the National Health Insurance
Administration to investigate the FIPs found on their websites. The unit of analysis was the
hospital’s stated online privacy policy. Some hospitals embed their privacy policies in links to other
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information such as with legal notices or in terms of usage. To ensure we accurately captured the
privacy policies for every hospital, we also examined those related online notices for purposes of
discovery.

3. Results

We investigated 475 hospitals that participate in the National Health Insurance Program of the
National Health Insurance Administration in Taiwan. These hospitals included 19 medical centers
(roughly with > 900 beds), 90 regional hospitals (roughly with 400-600 beds), and 366 district
hospitals (roughly with <200 beds). Ninety-three hospitals were found to have a definable online
privacy policy. As can be seen from Table 3, the percentage of Taiwanese hospitals with a defined
online privacy policy containing at least one kind of the FIPs was 19.6% (93/475). Further, medical
centers (52.6%) and regional hospitals (52.2%) had a relative larger incidence (i.e. based on a
percentage basis) of revealing online privacy policies than district hospitals had.

Table 3 Hospital distribution of online privacy policies in Taiwan

Accreditation status Posted (%) Not posted (%) Total number
Medical center 10 (52.6%) 9 (47.4%) 19

Regional hospital 47 (52.2%) 43 (47.8%) 90

District hospital 36(9.8%) 330 (90.2%) 366

Total 93 (19.6%) 382 (80.4%) 475

Table 4 depicts a breakdown of the numbers and percentage by FIP categories and by hospital
accreditation status. Among the 93 hospitals with stated online privacy policies, each hospital had
notice practice (100%). Further, the practices of access (20.4%) and enforcement (21.5%) were
found most lacking in the information provided online. As can be seen in Table 4, regarding the five
FIPs, none of the three differing status levels of hospitals were found to be statistically significant.

Table 4 FTC Categories frequencies among hospitals with online privacy policy

Accreditation status Notice Choice Security Access Enforcement
Medical center level 10 9 6 1 3
(n=10) 100% 90% 60% 10% 30%
Regional hospital level 47 38 20 11 12
(n=47) 100% 80.9% 42.6% 23.4% 25.5%
District hospital level 36 32 23 7 5
(n=36) 100% 88.9% 63.9% 19.4% 13.9%
Total (n=93) 93 79 49 19 20
Percentage 100% 84.9% 52.7% 20.4% 21.5%
Pearson Chi-Square N/A 1.254 3.972 0.946 2.116
p-value N/A 0.534 0.137 0.623 0.347
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Note: N/A denotes Not Applicable

A closer examination of the contents of privacy policies located in the websites of 93 hospitals
revealed that notice practice draws the most attention from each hospital: medical centers (100%),
regional hospitals (100%), and district hospitals (100%). On the other hand, less than 30% of the
hospitals addressed the access and enforcement practice of the FIPs. Medical centers, regional
hospitals, and district hospitals had only 10.00%, 23.4%, and 19.4% of online privacy policies
respectively that complied with the access component of the FIPs and 30%, 25.5%, and 13.9% for
enforcement practice. To sum up, the low percentages in the access and enforcement practices
clearly demonstrates that many hospitals’ online privacy policies fail to cover the basic FIP
categories provided by the exemplary U.S. FTC model. In fact, none of the 93 websites that have
posted an online privacy policy fully complied with the entire guidelines for FIPs identified above.

4. Discussion

A part of the findings of this study are somewhat disappointing since more than 80% of the
Taiwanese hospitals do not post directed online privacy policies, despite the fact that more that 50%
of medical centers and regional hospitals have explicit online privacy policies. Further, a greater
majority of online privacy policies failed to adequately meet the basic requirements demonstrated
by the U.S. FIPs. The lowered figures of district hospitals might be due to its insufficient human
and financial resources which should not be a similar issue for medical centers and regional
hospitals. On the other hand, the three differing level of hospitals did not have significant difference
regarding the FIPs according to Pearson Chi-square significance test. It might imply that Taiwanese
hospitals do not pay enough attention to online privacy protection issues no matter which level of
hospitals they are. One plausible explanation is that these hospitals might reason that their websites
are just an informational website (i.e. not an open forum), and that privacy protections are
automatically covered in their daily transaction practices. However, without the display of defined
online privacy policies, individuals have less chance to make an informed choice about the
rendering of their personal information (Mundy, 2006). Further, as web technology proliferates and
becomes more mature, individuals may also gain more knowledge about the mechanisms, such as
with privacy policies and their use, to assess website quality (Mundy, 2006).

5. Conclusions

In this study, we used content analysis methodology to analyze hospitals’ online privacy notices in
Taiwan. Out of the 475 hospital websites investigated, only 93 (19.6%) hospitals posted online
privacy policies. We found that Taiwanese hospitals do have different focuses in preparing their
privacy notices among three differing levels of hospital status. Further, none of the 93 online
privacy policies posted by Taiwanese hospitals fully conformed to the established U.S. FTC’s FTPs.
The outcomes of applying the exemplary U.S. FTC FIPs to hospitals’ online privacy policies
suggest that these online privacy policies of hospitals should be exceedingly improved upon. That is,
none of the web sites that were investigated included complete, definable policies conforming to
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FIPs. Nevertheless, following the FIPs and revealing the privacy policies online are the minimum
requirements for a website to secure individuals’ information privacy (Yang and Chiu, 2000). It may
take numerous procedures (such as the soundness of legal and enforcement mechanisms, websites’
professional ethics standards, or technical / managerial security procedures and best practices) to
protect personal information privacy (Milberg et al., 2000; Yang and Chiu, 2000). However, by
showing (and adhering to) an extensive privacy policy on the website whenever individual’s data is
being collected is regarded to be a key stage of development necessary towards building trust with
individuals and encouraging them to surrender personal data (Liu et al., 2005; Wu et al., 2012). As
per our study results, the following suggestions are provided for governments and hospitals
respectively to enhance their online privacy policy disclosure and compliance with international
norms.

5.1 Implications for government

Despite the fact that Taiwan has promulgated the Personal Information Protection Act since 2010
(Ministry of Justice, 2010), the government has not paid much real attention to the privacy issues of
websites (YYang and Chiu, 2002), not to mention those of hospital websites. Further, not all elements
of privacy protection principles, as with those set forth for by the U.S. FTC, are required by law in
Taiwan. For example, the technical aspect of security is not even mentioned in the Personal
Information Protection Act whatsoever. Thus, the government could reference the laws and
experiences of other countries, such as the U.S. and the European Union, about online privacy
protection and further integration of other countries’ laws and experiences into Taiwan’s legislation
(YYang and Chiu, 2002).

5.2 Implications for hospitals

It is vital for hospitals not only to develop and post an online privacy policy but also to faithfully
execute it in both practice and principle. Hospitals should establish a comprehensive system to
protect patients’ rights to online privacy. The protection of individuals’ information integrity could
be regarded as an effective means of improving their confidence regarding the use of hospital
websites (Wu et al., 2012) and of the prevention of a negative impact on the vibrancy of hospital
websites. Further, since online privacy is in a parallel evolutionary track with technology advances,
hospitals should frequently review their online privacy policies to ensure compliance with current
laws and general societal expectations (Rains and Bosch, 2009).

Regarding the limitations of this research, this study did not have sufficient data to align privacy
statements coincident with individual hospital practices. This is due in large part to the posting of
privacy policies, which does not necessarily mean that a site follows any or all FIPs as the policy
might address only certain practices, while not addressing others. A further cross-validation of the
study findings, such as performing a survey on patient satisfaction with privacy policies and
practices by hospitals, may be required.
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